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IBMS Operator
Workstation

Real-time
Automation
Interface

ExcelSpreadsheet/ SQL

Muitiple regression
analysis to answer,
“How much did the
energy conservation
measure implemented

Temperature last week save me?”

("3 9 J-0 Integration Applications Energy

G. System Integration

Implementing Integration The Right Technology- System Integration

Common user interface for all building systems

[ntegrating p\atform « Common graphics

Common alarm management

LonWorks =X ‘ k._ BACnet - Common management reports
— -

Protocol Converters

Ability to connect current and
Objective future devices into the system,
irrespective of manufacturer

Platform Technologies Others \Integrato\ BACnet jLonWor

1000s 700+ 300+ 300+
Devices Devices Devices Devices

Bl

¢ 0 -0 IBMS supports LonWorks, BACnet, Integrators and Others
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¢ 0 -0 Integrated Facilities Management

(. Visitor Service

VISITOR’S SERVICES

Information Kiosk

Car park Guidance Display

Video Display

IBMS BACKBONE NETWORK

Lift Video Display

<°3 0 J-0 Multi-Media Screen

Q- Facility Booking

Support air-con extension
Extending the operating hr of air-con for facility
Booking features

Support public and internal booking
Configurable calendar views

Block booking(recurrence)
On-behalf bookings

Booking approval

Email notification

Bookings Mgmt

View booking status

View booking history

Cancellation

Amendment

Booking template
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Facility
Booking

System

AHU device Security:
Dooraccess

Additional features:

Priority bookings

Booking Horizon

Locking facilities for priority bookings

Minimizing booking abuse / maximizing facility utilization
Internal chargeback

Booking approval

Additional users confirmation

Auto cancellation
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A Hierarchical Building Control System Structure

Security in Networked Building Automation Systems

The main objectives of such a secure transmission channel are:

Data Confidentiality:

The disclosure of confidential information must be avoided. It must be

guaranteed that only entities with the required privileges have access to

confidential data (e.g., confidential process data, secret keys).

Data Integrity:

The modification of data by unauthorized entities must be prohibited. If
such a modification cannot be avoided,

it must be detectable by the

involved communication participants. Thus, at least the use of these

corrupted data can be prevented.

Data Freshness:

It must be guaranteed that the data processed by an entity is valid at the

current point in time. Message injection or replaying by an unauthorized

entity must be prevented.

Security mechanisms in BAS

LonWorks BACnet KNX/EIB
Authentication 64 bit MAC DES 32 bit password
(48 bit key)
Integrity 64 bit MAC DES -
(48 bit key)
Confidentiality - DES -
Freshness Random number Random number
(64 bit) (64 bit)
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Management node Attacking the backbone network
@ (threat from the outside)

] )
(_Backbone network

Backbone level

Control level

S

Attacking a field device
(threat from the inside)

Attacking a gateway
(threat from the outside)

Attacking the control network
(threat from the inside)

Control
networks

Two level model and security threats in BAS

Security attack Security threat
(i.e., action for (i.e., potential for
violating security) violating security)

Adversary & (T arget of attack)

(Countermeasures)

\co—

Control functions

Two level model and security threats in BAS
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Chiller Plant Main View
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System Parameters
Alarm Reset

System Efficiency
Chiller Efficiency

Chwp Efficiancy .
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Bypass Valve Control

6.0 kPa

Chiller Plant Monitoring System
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Chiller Plant Room Energy Saving Measures
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Item | Chiller Plant Room Energy Saving Measures Remarks
1 Demand Control of Chiller Plant Equipment Optimal Start/Stop
2 Enhance Chiller Performance (Re-commission) Optimize chiller health
3 Enhance Cooling Tower Performance Optimize CT health
4 Chilled Water Pump Efficiency (Secondary Pump?) Enhance inefficient Pump
5 Condenser Water Pump Efficiency Enhance nefficient Pump
6 Remove Pressure Drop across Pumping Circuit Minimize flow resistance
7 VSD for Cooling Tower Fans Utilize standby CT
8 VSD for Chilled Water Pumps Variable Flow
9 VSD for Condenser Water Pumps Variable Flow
10 Water Flow Balancing across Chillers Even out chiller water flow
11 Chilled Water Reset Increase CHWLT
12 Condenser Water Reset Optimal CWLT
13 Chiller Plant Monitoring & Optimization System Proactive/optimal Ops
14 Chiller Gear Change Adapt to actual capacity
15 Chiller VSD Retrofit Optimize partial load
16 Chillers Consolidation or Replacement (incl. Aircooled) Remove inefficient chiller
17 (Automatic) Tube Cleaning System Maintain tube cleanliness
18 Water Treatment System Maintain water quality

Air Side (incl. AHU/FCU) Energy Saving Measures

© Nk WD

Demand Control of AHU/FCU
Enhance AHU/FCU Performance
Air Filter Losses

Cooling Coil Losses

Fan Efficiency

Reduce Excess Airflow

Room Temperature Reset

Air Ducting System Design
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9. Air Distribution (CAV vs VAV) & Balancing
10. Static Pressure Set Point

11. VAV Optimization Algorithm

12. Fresh Air Treatment (Pre Air Cooling)

13. Fresh Air Controls (CO2 at 1,000 ppm)

14. Heat Pipe or Runaround Coils

15. Air-to-Air Heat Recovery

16. Exhaust Air Discharge (15 Air Change/Hr)
17. Recycle Water from AHU for Cooling Tower
18. Car Park Ventilation (25 ppm).
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