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©.0. Data Communication

Computer information system qpsogE data qpso3 binary information unit 280005 bits gpegé
esd[glo30025n 0 $E 1 0300 Feaddg)s] F2g0dzac005gps(information)o? eedjgoop

Data communication e320p5¢n transmission medium (wire 1 cable 02005 (03006
00699[9¢ s00d2g05002:00p) device $6903 data qp: Fe[gSeacys Sapudogfgt: [gblogoopdn Wireless

communication qps320305 radio wave $& microwave 030005 transmission medium [gdoopSi powd
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Sender i Medium Recelveri

('P ©-0 Data communication system components

Data communication system @i effectiveness 20p5 826[g93a9105 ad:q0536d 03¢ anpS00i

(o) Delivery @ System 005 data qp:0d eepodeepdesep(correct destination)od eepodesmn
60:38Eqepdi cooddqepdon(receiver device) 9800pad saadd{gon(user)gps o
data qp20? gfeoaepdi o6 ea00dedEangpion datagp: ©qERSEESME 30zWd
cosdCaqepdi

(J) Accuracy  : System gpzoopd data gpiod 0Bogigd 95m8gd GusdqEpdt codiondeagpod gES8s
oBogCsogoopd data qpisC we§aopd data gpiod 3203gjqs ©[gb8E coxpco

(o) Timeliness : System 20p5 data qp:03 GepadqERd 32§832038: 2§ES eepodesnt cudes
83260005
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Data communication system gpzod 32805323E:(component) (§)9[g¢ 0opSes0r05000:0005

(0) Message : Message a320p0¢n Godqepd information o3wopcdd data [g6o0pdi ofewpod
s0050g05(communicate)q$ information qps(data qps) [Soo0pSn Message qpsooRd
Fopepqpa(text) 1 $Aodgpz(number) 1 3205gps(sound) Bewpcd 83u3(video) gps
020p0[gE 0 3§ [§6SE 200N

(J) Sender : cosdon(sender) 3o0p0¢n data message o3 Go:doopd(send pdaopd) device
[g©20p5n Computer | workstation 1 telephone handset 1 video camera 03g&2005

() Receiver : cooddop(receiver)adoopden message o3  cooddaopd(receive pbepd) device
Eﬁwéu PC i handset | TV o%@@wén

() Medium : Medium s320p5¢n(transmission media) [gdoopSi cusdop(sender)sBe message 2005
cooddop(reciver) 0da3 Gepodoe3Ne s00d0g05a0:a0p) Physical path [gdoopd

Twisted pair wire | coaxial cable | fiber optic cable 1 laser | radio wave §§: satellite

microwave o@ @Sooéu

(9) Protocol :  Protocol 8320p5¢n data communication o3 (030369005 0p5igibiopdindigps(rules)
[§6 20051 Communicating device qps saqEsqis 00§05 2060m0pBgI05 [gB20RdN
device saqi€sqis §0:00pb0pd omnaxEMEgd0pSH Protocol o§oqiC device $6903
§lo5e005(connect)§oo cpd8Ea0dn s0a50305[gEs(communication) cpE8E8GLRS

eupadeol
% %‘Q
Woaorkstation Workstation

-

| e

|
unirame Waorkstation
Warkstation Workstation
¢ ©- Link
©. J Network

Network 300p5¢0 media link 006§E§gS §odsoodoonoopd device qpilgdaopdi 0oddlondd
a3 device qp:03 “Node” vpcopbs cal copbn Data g0 cusd8Eeam(send cpd8Eea) gdiepdl cvodd
882005 (receive cp68Ea0pd) g&iqpd §o0pd device gpz(node qps)e> computer $& printer o3 [gd20p5
a3 device gp:oB s0050905000:000) connecting link o3 “Channel” vpesl 205

Network gpsei effective [§0es¢ efficient [§dg 0303 03E:0m000) sagEdgpien

() gdsesontepd(performance)

(9) Bodqeg(reliability) $&

(0) d[§esp(security)od [gdoopdi
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Network Criteria

|Performance Reliability Security

<:> ©-p Network criteria

(o) g&see028ep5 (Performance ) — Network 0od9ei performance 2025

(o0) 320%fgjop I2eqEa0R05(NuMber  of user) — saadi{gjopqps(users)saiads coBGIEs0d network
o3 mpad{gfgtelops oYgS§§(response time) Jopeodaoopdi esicoy: agneo§Coopd
High traffic 32§$5 g&seeonepd(performance) ogeo&:§Eo0p5m odelo3pé network 0od9opE
F20%4{g[op (user)gqp:00pdeag$ S0qElgS grodgs (response)§ EagEabiesoneapd (performance)
BeomEia0pbuy 938Ea0a5

(9) Type of transmission — Data gp: 92:58:0005 medium 363 03¢ Gooboopdi 100 Megabits
per second (100 Mbps) §85g¢ 20056800E8E2005 medium 20p5 10 Megabits per second
(10 Mbps) §849¢ 2005680088000 medium 0005 (00)e09§S gd:qdemEra0pdN
Powerful [g&aop5n

(0) Hardware — Transmission cpdqs 3lg§o0pd p8qjomsC JloF:wnso0pd storage capacity
032005 network performance o3 3eomE:eoo0pdi

(20) Software - sender | receiver $& intermediate node o35 data gqp:od process cp&aoRd
software gpselo3pE network performance comEsan§Eaogdi

() 85qeq (Reliability)
8odqeq (reliability) 03 6820050l 3aq105qpegé 03Es02005
(o0) 320%4q|q) ©q20pd 32[36ss6qEa0R05(frequency of failure)
(®) §.03E[Bres705 [gSeomEanesndlgrodesloppds (recovery time after a network failure)sé
(0) ooomosoERgePudgp:(catastrophe) o [g6oopd
Network qpzod &seconl[gls caqi€agdfgl: 0000 coomoeonaagepodyps(catastrophic event)
¢ [0302E omaR0Bgqp: [girpdaonzaogaogdi
(o) ORjes; (Security)
Unauthorized access 1 virus ©20p5 032005 network gpzel cdf§eq(security)od sagepod

c0s88a0pdi Data qps 0obesepe oofgrondesepad 6pda3ad eepadognioopbo’ §0:0pdes 320305
communication device qps :2[g$3200§ s005e5¢(relationship)od so:c0pdes c3oopdi
26[gdeadge 0(g)§E §oopds

(on) Line configuration

(®) Topology

(o) Transmission mode

(o) Categories of network §<§

(¢) Internet work o3 [g&oopS
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Line configuration s320p5¢0 link 0o6903€ communicating device gqp: 03] 0o6e0€ coefg:
(attach cpS0os[gEs)0d adc8o0pdn Link ad20p0en device 0d9sE oofgns device 00d9 =afons) data
transfer ap6q§=0305 c332600p9 s0050300egEr0d:e(o3pEs(physical path) [gdoopd
Line configuration $&§jso point to point $& multi point o3 (&0
(o0) Point to Point configuration 300p5¢n device $6930[o§ 9B:00§ 2005005 o2:a0d
(dedicated) link [g9a0pSi Channel oodad:ei capacity o3 od device $69 830305000
adgC 603000300001

(9) Multipoint line configuration s32000¢n $69000532000 device gp: link 0d900p5:03
:20p00R 2203:g[o3E: [gbo0pd

Workstation Workstation

e I

Mainframe

Workstation

c;) ©-G Link

©.9 Topology

Topology &800p5¢n physical $05 9800305 logical $05: [9& network [gbesané §odeocd

(connect) 002200pd G603 a8c8a0pbi Device $89 Boupod $E9000dgP:0Rd device gp: link 00693
§lo5e005000:0005 Link gp: 960IE: §ods0ad(gedgE topology o3 [gdeoaodi

2:26[gd topology (§)§jse> Mesh 1 Star 1 Tree 1 Bus $¢ Ring 03gda005

Topology I

I I I I
Mesh Star I Bus I Ring

¢ ©-§ Categories of topology

©.9.0 Mesh topology

Mesh topology o3& device sans0d:00p5 onfep: device 3:disC s00H0g05comGo 030§
(dedicated) point to point link §o300p5n Dedicated a3a0pSen device $6900p5:03000 20059905
conseomn B0 link [goopdi Device 306q@20305 n §eood mesh network op¢ fully connected
00600010005 physical channel 836622030560 ne-l) [g62005

2
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0323800503008E8 (connect)320305 deviceo3E:opE devicesaeaea0g050005 Cod9EREI
(n-1) input/output port qps Al§geRdi

Station

Station

Station i

Station

Station

Q ©-5 A fully connected mesh topology(five devices)

800§ (dedicated) link qpigé s005a30500m260me[onE link gp:aopS device $¢ 2005a88a00)
03008E e30m(0Wn data) gpio3oon c00Ses0nes c3aopdi Traffic problem oeon Multi device gpsogé
link qpz03 §eo ad:goopd(share cvba0pd)324l traffic problem qps [gedla0pbn Link 00d9 od:eqagé
network 0o&9ad:03 0addad8Eeun Privacy 98ewrod cdf§q(security) deomEsaoodi

es(fault)ed g€ saensgpeglgtiapdeS(fault identification) cguSopoopdi [gbedl 652005
[gocogogps 0n§00050m:aB4gEx(fault isolation)giapd$conds cguSopoopdi s2:505:q05¢n cable qpsgo
:20dge$ c3926(8s device gp:3 input/output port gpign A§gs 3360005

.. Star Topology -
u

=
Computer
Station | Station | Station | Station |
Tl
=
Computer
¢ ©-q A star topology connecting four stations A star topology connecting five stations

Device 03&:3 hub vpesla0pd central controller $& §o5s005(connect) con:a005 point to point
link §oopSn Device qpzoopd soqiE:qC: §odsocoondgls ofeon Star 0gE device $69salo3n: direct
connection e§eon Hub 20p5 exchange s3(gd esorEgodeozoopd Device 00692005 data c8agi€ hub
o300 controller §823 22q€ Gu:3qEopdi ABesnd hub ¢ eepodqepd device (destination device)
&893 90053c0s00p5 Forward cpdeozoopd

Mesh topology Gconob eqee[odieon Device 03€:3 1/0 port 0od98om §aSco0pdn Link 0ob9
$Comn  §odsood(connect pS)oopdn Belopé gudongy 006088805 cguSongn  reconfigure
0068E20001 esepag [gEs(move) [girpdoopbendl $¢ device 090500588l connection cod9aPax
00690z [gfgEqoopdn Robust [§620p5n Link 0odegedagi€ oofgpeom link gpio? ead8odeon oofeps link

qPeEids 908 3006006650 (active [§665(G) [§620p5n §|,038:q/05800pd esepa’ Bq§ cgudanoodi
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HegPeglgCpdaf(fault  identification)codes aguSoopdn §.038:q05 §oopdesepad on§oocdes
0guBona0pbi [gdedl esa00d [gooogogps an§aocbomeeds(g(fault isolation)[grodescopds cguSapoopdi
Hub eomEesaog) 0m00005cd: link gpiod eong[ogod 658820051 Monitor co68Ea0pd qeda0p) link
qp0d egpEag8Coopd Bypass cpd8Ea0pdn

Star 20p5 mesh oo cable gpigpoon§gs ©cdeabea05c0pS: tree ring $& bus 03c00d
3qp200p5 cable gps con:§qs Boopdi

Backbene Cable

c;) ©-6 Tree (Hierarchical) topology

Station Station Station
Drop line Drop line Drop line
Cable end D I:I Cable end
Tap Tap Tap

<‘E> ©-¢ A bus topology connecting three stations

©.9.p Tree (Hierarchical) topology

Tree topology 2095 star topology o3 saspd:cad delgplioondgl: [gdoopdi [glgEaondgt:
[g620p5n Tree topology 0gE hub 0069 $E secondary hub qps lo€oopbi Device 3agpspo0pd secondary
hub $& §ods005(connect) corzo0pdn aBeondeoé central hub $& §odsocSoons(connect) 205 Central
hub 2005 active hub [g&a0p5 Active hub § repeater clo€a0p51 Repeater 2005 hardware device 0069
[30[8 c0059qo0pd data qpzod coaSsoCanés cudfat: elgipdet(forward vapdel) q§oopd bit pattern
qpod [g§o0pbesood(regenerative cp6)oopdi adelopE signal  strength deomEiaonom Je) cooopd
GsepPqP:e333 data gp: 6omEigd Gepad§eosEagdi

Secondary hub gpzaopS active hub [§88E20c8 passive hub copSs [§68Ea0pdi Passive hub
2005 physical connection gjoos [g820o51 Data qp:od regenerative co620p5 repeater odloeon Star &l
F030009)05gPi$¢ 0pp8aopdi Secondary hub gps dlo€lgEselompE device 3366220305 gprgp: §o5e005
8820051 onfgp: computer ¢ network o3 isolate cp&[g€s communication priorities gp: oooggEsod
[gc9E8E2005n Cable TV technology qps§ star topology o3 6o3[g€8E20051 3200053 topology 032005
point to point configuration gps [§620p5
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©.9.G Bus topology

Network 22038:§ device gps link 23[gd §o5e005q§ bus 20pd multi point [gdoopSi sag0ed:
cable 20p5 backbone 0393 eeonEgndeusaopdi Device a3wupad node gp:aopd bus cable o3 drop line
5C tap qpfgé §ode0050000n Drop line 83oopden device $¢ main cable (backbone) $69a[op:
90050300002:0005 connection [g&20pn Tap 205 connector cod§js [9620p5n Backbone oodeagpod
agmses(o3o0pd signal qpseil 2a4),00p5 3o (heat)mo[gda8 elgp:ognioopdi ddelopé deoeo: agasqeco
signal strength sa:spdiognieco (962000 adelopE bus edlogl §eepd tap 326632030503 m§a0cd
coneq§ 3aodi

320:000g0dqPeen 006808gE gudapaopdi Bus topology o3¢ cable gpgo 22adigig$ eadeon

©..§ Ring topology

Station Station
Repeater Repeater
Station Repeater Repeater Station
Repeater Repeater
Station Station

¢ ©-00 A ring topology connecting six stations

Reconfiguration cpdq§ 905320051 §),038:q105 §oopdesepa’ Bqs ©0550p5n Fault isolation
0068 905320001 Device 3220800600p56$ 905320201 Signal reflection elopé signal  3apdse603:
(quality) ogjeoCzo0pdi Fault o8wupod cable [gobeomod(break)gSeloqpé transmission qpsascd:
§692:8E20051 BJcdoopdesepy signal gqpz J0oEa873B [g§§odeodglelopE (reflection [gBgEs
elop8) adeupdd reflect [g8[G: wov(original) esepad [gSagniom direction $600050%:3 noise gp: [gdedl
0882005 ABelopE $600500d: 2d20q SEeompcom

Ring topology § dlo€eoo device 830:03:03E anbogod§ean device $69 330305000 dedicated
point to point line configuration §oopdi Signal 20p5 20050c50o00pd BsoopSep(direction) 3203E:
device 006930009 050 G5005ed: 3203§a0pd esep (destination)ad cepad§ognsoopdi Device qps
F20d:0005 repeater 0303 6e0oEgade0z00pSI Device 02692005 oofgns device 0069350305 signal o3
00058 g§[Beoopd324l regenerate cvS(Ge S005LHS Gosdoopd

o06e0€esst reconfigure cpdgs cgudopooodi Device gps c06c0pdqs Bewrdd vudopcdes
320305 connection $6903000 efgpieoiq§ 3360005 Ring 038 2aadgepd cable 32508 1§a005
cog§ 3aopdi Ring o3& 006s0Eoonsepd device 226qEa005 M&005q05 §oopdi §),09E:0005
G503 m§o00dgEs(fault isolation) [gopdes qE:culs cgudopoopdi Ring [gdbeomaeloppé  signal
qP:00p5 ring 0odeagpad 2a[gadad copboodesoopdi

Device 00692005 2005005000:000) 3q§3203E: ©pboopd signal oBq) eqfag€ alarm aoodeo:
20pbi Alarm efopE network operator 20p5 network 33038:5 epSoopbesep) [gocoso (problem)
[gdeselop: $¢ opdazadeom [qoosolgbeseloypEs B8E0pS
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Hub | [ [l

<°g ©-00 Ring topology connecting (1’ ©-0 J Hybrid topology: a star backbone with three bus
Unidirectional traffic [geomaelogpé saispdigodgpsgo §oopdi Ring § qodeomad(break)
[gE:efo3p& network oodpad:s down og2:cd&updn Station 0od9qo5[gEielopEaopds network oodpads
3880588 00p5n oB[gonognod Dual Ring (ring $89002:§[gE:)gS elgqC:8Ea0pd [godeomnd(break)[ge:
[§636005 [3do0pd(break)esep] switch con:§gdgé elggC:8€a05
©.9.6 Hybrid Topologies
Network 83(03:006903 topology wopeox network cod(subnetwork) qpsgolgé oopSesonad
c02:§ 820051 s (department)ondpaopS bus topology o3 saddg[Ga oofepicps(department) 0692005

ring topology 986wr05 star topology o3 3203ggi8Eo0pSn 0B network s0:d:03 central controller [§&
§o5e0050m star network 33[03:e[gd 00pdeem05 §E2005

Hybrid Topology ‘
@ - ‘
t‘x.:: % Q‘E ]

S’

%@ \,‘ ”

@5 :
—— : <5,>< {%

% \ L

Backbone Cable (Chanel)

¢ ©-0p Hybrid topology

0.G Transmission Mode

Link cpSoonzoopd device $8903 @i signal qps agn:0005 codialogpSs(flow [§6205 direction) o3
2005005q§$320305 “Transmission Mode” o3 32a34gjoopdn Transmission mode a300p5¢n device gps

F[oypsopd 2000Eseagi0d3a000dgPsgRsep Bionpdep(information flow direction)o? ac8oopd
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Direction of data

Mainframe Monitor

a. Simplex

Direction of data at time 1

Station i - Station i

Direction of data at time 2

b. Half-duplex

Direction of data all the time
Station i Station i

c. Full-duplex

q) ©-0G Simplex 1 Half-duplex §§ Full-duplex

Transmission mode o%:§jgen
(o) Simplex
() Half-duplex $¢

(?) Full-duplex o3qdo005

©.G.0 Simplex

Simplex mode 20p5 unidirectional [g8aopbi Link $& §obsoodcon:aopd device $6932505
0069a0pd =[gonds coodepé(transmit)esGs oofepiondewn salgonGiuodd(receive)esaopdi 0odLE:
eenls cdisCopoopdi 0odeodopbioon oFs8Ea0pd cudielPCiys wagosen Keyboard $& Monitor
0320p5 simplex device gpigdaopdi Keyboard 2005 sa[gond: computer a893 input 2030005 coses(Ge
monitor 2005 ea[goo&s CPU ¢ data o3 display cpe$ cood5dnaesooodi

©.G. J Half Duplex

Half Duplex transmission mode og¢ Al§oood device $6903s00p5 co0dcpE(transmit) §Eaopdn
coodd(receive) 8Ea000n 036005 00d§$opd: [GCon 300Genpd8Ee0I Device cod9m data cusdes§s
(sending)§ oofgps device 00692005 oad8[gEs(receiving)axn cv6§Ea0p5

0:0068:0000 quoSoaé m&:éjp@&@s §8m(ﬁoc§sem83%8wé mcS:éﬂl: @Soaéu o%eays

008§§03E  00d505Famn ogniesdoopdi Channel & capacity 00903 =a0di{g§E00
Walkies-talkies 005¢qpzo0pS Half-duplex system [g&aop5n

.G.9 Full Duplex
Full Duplex 20p5 c0d:$6c06:A: $6005008:03 008G Es05 3a0g0:30[gs GenCe8Ea00c06:5E
opoopdn Full duplex mode o3& signal 2005 00800500503 salgeacys oodgEsod agntes§Eoopdi

Telephone network 20p5 Full duplex communication [g620p5

:2ag$¢ :[gs 00805 [grpdeeacgad link o Feo 03:8qs cSaopdi saogasenoga’ cable
0695 :[gSm00R05 cable oodgooneufgls 9Bewrod channel capacity o Foonzeodgliod [giopd
§E2005
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Hub

U

=~

¢ ©-08 Hub [g8onpSeaonadoonsongd networl

©.5) Network sajzsaoniqps (Categories of Network)

Fgudz00s(size) 3EBEapgps(ownership)i [g&o305(cover)aon:aopd e§osanyeds physical
architecture odedlogé @ooode) network qp:od sajEmaensdfep: 9005005320051 Network o3 32800
30gg¢ adede Slep:§oopd

(o) Local Area Network (LAN)
(®) Metropolitan Area Network (MAN) §§
(0) Wide Area Network (WAN) 03 [gdaop5i

©.§).0 Local Area Network (LAN)

LAN 03 800029 030005 338332005:0009900 3Ee3Ea0pdN Geafemncyl: device qp: 3aqCiqits
network §oScoxsgs 32680005358 nd9IRE:d device qp: ZoqCqt: network §oSoosgags
[g620p5n =a832005:(organization)sl  82a0055E adio0i000d $p0:0pon  (technology) sseolozé
0o0p0g) PC $6cd:5¢ printer 00 cloCoopd §resscad(home office)copds [g8§Ea0p5n LAN 2005 03cd
8o 32505500 30703260:A8 [gS0q05(cover)aon:§Eaopd

LAN 20p5 Personal Computer(PC) 9360305 work station qpsi printer 1 scanner 02005 0303
3209000 29286 (share cpdq$)=0305 8&E: cv600gEgbaopdi pows- printer 08903 PC gpzgansads
§059005 203{gRE[GE LAN gp:ei topology gpien bus 1 ring $& star 03600001 LAN gpseil data rate
2005 4Mbps © 16Mbps 3303 82051 936005 ve§38] 100 Mbps 3203 gpz200N

©.§). ) Metropolitan Area Network (MAN)

MAN 0005 [§,008900:§ device gp:dlo€aopd network [g6$Ea0p51 pown television network |
company 0369 [§|,$0503E:03E §2005 LAN gpzoB §05aon:a005 MAN [368Ea0p5 Telephone network
20p5 MAN 9620051

The IEEE 802-2002 standard describes a MAN as being:

“A MAN is optimized for a larger geographical area than a LAN, ranging from several
blocks of buildings to entire cities. MANs can also depend on communications channels of
moderate-to-high data rates. A MAN might be owned and operated by a single organization, but it
usually will be used by many individuals and organizations. MANs might also be owned and
operated as public utilities. They will often provide means for inter networking of local networks.”
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©.§).9 Wide Area Network (WAN)

Chapter-8 Data Communication and Networking

d l End system

End system

A

A

Switched
WAN A
AL AL

End system

Point-to-point
WAN 7

ssssssssesnennnunnnnnnnyd W E|
I

Modem

Computer
b. Point-to-point WAN
$ ©-06 (a) Switched WAN $& (b) Point-to-point WAN

Wide Area Network (WAN) 2005 $&&qpa o3odlodqpiod coyplgod8Eaopd long distance
transmission g&:qp5§o0pd network [gdoopS

President

o

@ Modem

.
L]
Point-to-point

WAN  *

Modem @

Router

Point-to-point
WAN
-'_Po'mt-to-point
*  WAN
.

LAN

$ ©-0q Switched WAN $& Point-to-point WAN o3[q€ono8ee0005002:0009 network
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©.6 OSI Model
OSI Model International Standard Organization
Data Layer (ISO)moodmgPadsoadd0pdnetwork
,ﬁggi'gggg'; j communication model 08903 opgq
E Application =
§ EreeEHE g€ BogElger§edoopSi B modeloopd
® Dﬂ‘;{f;ﬂgg‘;ﬁ"" Open System Interconnection (OSI)
w i model [g&2005i
: S o) Sl
T
°°
End_'tlzl:gngsl n%g(l}:ﬁons j OSI model 2005 layer (Q)§js =28320D
and Reliability ooy dooopd Seven Ordered Layer
. baNetwork ] model [§8o0p51 Device A ¢ Go:do00d
o and IP (Logical Addressin
g Cogiea & 2 message 00d9oopd device B 9B
] E Data Link ? 3
= rames e e L GepodqSa0305  intermediate  mode
g qPe03 [go5o0dsqoopd

¢ ©-00 OSI (Open System Interconnection) model

3 intermediate mode qpsog€ Layer 11 Layer 2 $& Layer 3 2203020 dlo€o00i
Layer 2 2005 Layer 3 o3 service provide cpdeosooodi
Layer 3 20p5 Layer 4 o3 service provide co660:a0001

Machine 02696l Layer 3 20p5 oofgp: machine ood9e Layer 3 $¢ communicate cpdoopdi o3a3

communication cp&qs  §2300060RC0E00PS(206o00p(Gioon:) O NbigIEdPI?  “protocol” P
ol aopbi adad Layer gqpeg¢ machine $&9 communicate cp5a0p) process o3 Peer-to-Peer process vp
sl 200

To allow access to network

PRI resources
To translate, encrypt, and Presentation
compress data
. To establish, manage, and
Session . .
. ] terminate sessions
To provide reliable process-to-
process message delivery and Transport
error recovery To move packets from source
Network I to destination; to provide
. internetworking
To organize bits into frames; .
. . Data link
to provide hop-to-hop delivery - ]
To transmit bits over a medium;

Physical to provide mechanical and
electrical specifications

¢ - Jo Layer (Q)§jg O1§o0p5 OSI (Open System Interconnection) model

8-12



eomEs0005028

Sender
a

il
|

Receiver
a

i
|

The letter is written,
put in an envelope, and
dropped in a mailbox.

Higher layers

The letter is picked up,
removed from the
envelope, and read.

The letter is carried
from the mailbox
to a post office.

Middle layers

The letter is carried
from the post office
to the mailbox.

The letter is delivered
to a carrier by the post
office.

Lower layers

Application layer

Transport layer

Network layer

The letter is delivered
from the carrier
to the post office.

_

The parcel is carried from
the source to the destination.

Q ©-o¢

Processes

SCTP TCP

IPand
other protocols

Data link layer

Physical layer

Underlying
physical
networks

¢ o-Jo

Chapter-8 Data Communication and Networking

Specific
addresses
Port
addresses |
Logical
> addresses
Physical
addresses
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Device

Intermediate Intermediate
node node

< <

Peer-to-peer protocol (7th layer)

7 Application e ———— > Application 7
7-6 interface 7-6 interface
-| Peer-to-peer protocol (6th layer) T
6 Presentation - ——————————————————————— > Presentation 6
_| 6-5 interface _| 6-5 interface
Peer-to-peer protocol (5th layer)
5 Session - ———————————————————————— > Session 5
5-4 interf: 5-4 interf:
-| intertace Peer-to-peer protocol (4th layer) -I Interiace
4 Transport - — > Transport 4
"1 4-3interface " 43 interface
3rd 3rd 3rd
3 Network < —->» Network [-€—->{ Network J-€—-> Network 3
3-2 interface 3-2 interface
—| 2nd —l 2nd —l 2nd —|
2 Data link <€ — > Datalink }<€—- Data link € — > Data link 2
2-1 interface 2-1 interface
—| - 1st —l - 1st —l - 1st T -
1 Physical < —>»{ Physical J<€—->»{ Physical [-<€—-> Physical 1
! I I I
Physical communication
¢ ©- OSI layers
H7| D7
H6 D6
H5 D5
H4 D4 IH_4_ D4
H3 D3 |H3' D3
H2 D2 T2 TH2 D2 ™ I
=S =3
010/010101010101101010000010000 :—_(-)-1-_6 010101010101101010000010000

Transmission medium

O &= )

c‘[; ©- Jo An exchange using the OSI model
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Machine A ¢ cosd(send) c@o0p3 original message 2005 Layer 7 ¢ ©00& 320060062005 Layer
7 ¢ message 20p5 Layer 6 o3 eepob5o0pd3slogE original message 2:2[gE Layer 6 oo copdeoso0pd
message dl dloCoopdi Layer 5 2005 Layer 6 ¢ message coo5d0aon Header 5 codaopdoopd Layer 6 |
Layer 51 Layer 4 1 Layer 3 & Layer 2 00000 Header qps coboopdlogoopdn Layer 2 S Trailer o3
0052001

Machine A ¢ message 2op5 Layer 7 ¢ saa0&eod eofsom Layer 1 o8 eqpod20p5i odesnod
8005002200093 Bewpod transmission medium ¢oodso& machine B adeepodoopdi Machine B 6l
Layer gp: 32908s0C 000d0m Layer 7 o3¢ original message 35[gdod cepadaopdi Layer gp: 9000

C005% g§oopd message 0393 2903 & own message 03 00200l

a b C

| I
A Pllal|j|[ Data |———— Data link layer ———— A P|a J |

Q o-JG Internet connection

Interface between Layer
Layer $&932(03p:03€ [ogpiesep(interface) 0069 §oopdi

©.8.0 Organization of Layer

Layer 1 (Physical Layer) Layer 2 (Datalink Layer) Layer 3 (Network Layer) oﬁoaé “network
support layer” qps [gdo0pdn Device 00d9e data gp: oofges device Beepode$ 320305 electrical
specification 1 physical connection 1 physical addressing $& transport timing ©20p5 s20pdgp0d
cvdeamnieotoopdilayer 5 (Session Layer) Layer 6 (Presentation Layer) Layer 7 (Application Layer)
0o0pd oBoopd “user support layer” qp: [gBloj00pSn Layer 4 (Transport Layer)oopd data qps
transmission cp6q§ 008082005
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OSI model &l Layer 33000538z Layer 5 1 Layer 6 $C Layer 7 o303 software [3¢ [geod[s
(000593E[G:) low level layer [g6eox  Layer 11 Layer 21 Layer 3 030005 hardware [g€ 2005e3€2005

©.6.  Physical Layer (Layer 1)

From data link layer To data link layer

—4— 1

Physical l !

layer | [J10] 10101000000010111] 6} 10101000000010111 |
| | | |

Physical
layer

Transmission medium
Q0 J9

Physical layer 2005 node 0096 bit qps oofgp: node 00d9a3 eepodognieant eeontgodeos
§2op51 032080962005

End

Intermediate system
system

End

system .
y Intermediate

Intermediate
system

Hop-to-hop delivery | Hop-to-hop delivery | Hop-to-hop delivery
< -~ »le >

A B E

Data link A

Data link | 4 I| Data link AI

Physical I| Physical I‘ Physical

Hop-to-hop delivery  Hop-to-hop delivery ~ Hop-to-hop delivery
¢ o-J6
Physical Layer ¢ eeoo8godeosaopd cpde§igpien
(on) Physical characteristic of interface and media (c) Line configuration
(®) Representation of bit (@) Physical topology §c§

(o) Data rate (s0) Transmission mode o3 (&5
(o) Synchronization of bits
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©.6.p Data Link Layer (Layer 2)
Data link layer 2005 node oodge frame gp: oofgp: node 0069898 Gepadesnt Bowpod

6g,0qP:02:630E 6802EQa5E000PSI 0300809620201
Data link layer ¢ Geoo&godeo:oopd apbe§igpien

(on) Framing (vo) Error control §>§
() Physical addressing (¢)  Access control o3 [gdaop5
(o) Flow control

From network layer To network layer

— 1 1

- Data | T2 | Frame - Data |T2 | Frame

Data link layer Data link layer

To physical layer From physical layer
¢ ©- Jq Data link layer

From transport layer To transport layer

4 T

I 1 [ |

- Data ‘ Packet - Data ‘ Packet

I | I |

Network l I Network
layer layer

To data link layer From data link layer

¢ ©- o Network layer

End

Intermediate system
system

End

system .
Y Intermediate

Intermediate
system

Hop-to-hop delivery | Hop-to-hop delivery | Hop-to-hop delivery
= | |
Source-to-destination delivery

A B E F

INetwork I Network I Network 4 I

L Jowe o ][] oot L[] ok [
L s L[] ooscnr L[] ovees | |

Source-to-destination delivery

¢ ©- @ Source-to-destination delivery
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©.6.G Network Layer (Layer 3)
Network layer 20p5 cosdon(source host) ode data packet ooeoosgps 0069giE:803 destination
c005%9p(host) 0093 Gepade3n 680rEQ0SE0s0pdN ox0S0R0RSI

Network Layer ¢ ¢aoo8godeu:oopd cpde§iqpieo
() Logical Addressing $¢ (9) Routing o3[gdaopdi

Source-to-destination delivery
From session layer To session layer

/ ya /\ \
/ / / .7 - /o \
7 I\ \
7 S 7\ \
4 / \
. Data . Data - Data . Data . Data - Data

Segments Seg ments
Transport Transport

Iayer To network |ayer From network Iayer layer
¢ ©-p0 Source-to-destination delivery

o.G.g Transport Layer (Layer 4)
Transport layer 00o0 process 0o69e message qpo3 oofgp: process a3eepodesané Jeos

(deliver cpbcos)o0p5H 0308090005

Transport layer ¢ 6e0oEgodG0s00pd ApOeSigpen
(on) Service point addressing (o)  Flow control 1%(5
() Segmentation and reassembly (c)  Error control o [gdaop5

(o) Connection control
Processes Processes

Network layer
/ Host-to-host delivery )

Transport layer
Process-to-process delivery

<°3 ©-90 Transport layer (process-to-process delivery)
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From presentation layer

To presentation layer

/ / ] / /
{/ , 4 ! {/ IIII L
/ /
/ /] / | ] / S / ! ]
/ - - I / ‘ - I
syn syn syn syn syn syn
Y Yy y | y y Yy

|
Session Session
layer layer

To transport layer
(;) ©-Q J Session layer

©.6.6 Session Layer (Layer 5)
Session layer ¢ Gaon8gode000pd rdesigpied
(o0) Dialog control $&

(9) Synchronization o3 [gd2opS

From application layer

From transport layer

To application layer

]

!

Data

-
|
Presentation Presentation
layer layer
To session layer From session layer
¢ ©-pp Presentation layer
©.6.q Presentation Layer (Layer 6)
Presentation layer ¢ ¢80oEg05602000d Cobessgpien
(on) Translation
(9) Encryption $&
(0) Compression o3 [gdaopd
User User
(human or program) (human or program)
M FTAM | - M X.500 FTAM| «++ |[X.400
I I I
. Data Message . Data Message
| I
Application
layer

Application
layer
To presentation layer

From presentation layer

¢ ©-pG Application Layer
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©.6.0 Application Layer (Layer 7)

Application layer 2005 320dd{gjopqpiea0g0d 3262005 service g0 Gaonlgod cusooRdi
omo§opoopdi Application Layer ¢ 6aonlgodeosaopd apdesigpien

(o) Network virtual terminal (o) Mail service §§

(9) File Transfer Access and Management (FTAM)  (wo) Directory service 03 [gdaop5i

©.Q Network Standards

HVAC control system qp:og€ protocol $6§:goopdn HVAC information gpasEooabedEaopd
protocol & network protocol [g620p51 0ooe 3a§jE3aem20005 controller sag:qiEs Gusdaopd data gpod
qCqCs 0300006 332600051 Network protocol 2095 information gp: physical medium ¢ 0odso&

c0sd[g6: [gopbe§aacg05 packaging cpd[gEs & unpackaging cod[gés o3sE 2005382005

mSoqo§odsé gdieaontepd(performance)od c8od¢] network saejs o3[grsoopdi [gS58:
[46[g€5C capacity gqpiaqi€ eqpgss J[gen:ooobn Network capacity s3[gpb8:dkad eepodagié network
performance 2005 289800000 0380E:866p51 Belopé network gpza? 8&E:060000908] spare node
5¢ traffic capacity 03 323 ceonCs002:q§ 83250005

BAS 038 32800 20091gj00pd network standard qpzen
©.Q.o Ethernet (IEEE 802.3)

Ethernet 00p0 saodgaqpsadscoon Local Area Networks (LAN) [gdoopbn [g$58:(speed)sC
[§809058E2005 ma0z0960:03 c305q) Ethernet sa§jpzaonigp: o3gpzoopdi

RG-8/U coaxial cable 03 3203¢gjoons0005 thick Ethernet (10BASES) $& RG-58 coaxial cable o3
3200¢g|o0pd thin Ethernet(10BASE2) 003 320:qpzoopdi ‘Thin’ Ethernet &l [§$5$:0000 RG-58 coaxial
cable o =odgogE 100 Mbps [gd@ [980q058E2000 sogmec0sa0pd Som(joo) [gdoopd

Unshielded “twisted pairs’ o3 32034goqi€ [4855¢ 10 Mbps q§§E[G: 8om(000) [g&mr0d00:8Ea05
Twisted pair s20d4gjog€ 100 nodes per segment [g9a0pSi Segment 00895E oo[gp:0d903 repeater

32004q)q) §0de0058E2005 Repeater gp:a0d signal dsa:eomEanesnt [grodeu:§aopd

Ethernet qpso3 2268000535890038: IT cpdeSigpsanogad 2adg§E0ad BAS system 20305
Faddg) §€20p01 Beadd IT department saes[gC IT network o oofgpieon system gpisé 320903
:20)gg$ 3c00:5620050880p5 wupodeon Unknown traffic $& security [goocogogps [g6edl congEoopbi

Network gp:eil 25035g8EF$ (uptime) $& 200%:0[gIREFS (downtime)20pd 330§ 36EE0F:0000!
IT system o3&opE sacopEiondegcfopt qbsmsconqds(downtime) §8Eo0pdn pomogs $C ocsl
oosdeg §ed05q0d qpogE upgrade cpd[gta [ggEadS:086s9andgEs(maintenance) oefopE network

qP20? O50:(down) 002620251
A

——

<°3 ©-99) Coaxial cable is used to 10BASE2 cable with BNC T- 10BASE2 cable end
transmit 10BASE-2 Ethernet Connector Terminator
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©.q.) ARCNET

ARCNET 2095 Ethernet oo’ 3¢) eqigjoopd [§$5$:0005 19 kps ¢ 10 Mbps 320385600251
Cable 22§:§j:03 22094 g8C0pdn §:qCs00pd system [gdo0pS Device ( jg)g)9=e0d §od0058E200
HVAC network qpsog€ ARCNET 2005 intermediate level s3(gd oopS§oopdn Building $C operator
terminal safoyp:0pE Ethernet o3 2303ggjoopdn ARCNET (g Controller gp:o3 saqiCsqis §ode00d
00200p51 ARCNET ¢ 00056380000 30q/05320005¢p:03 www.arcnet.com o3& 826005805 ©0dq)
§E2005
©.Q.9 RS-485

HVAC network gpscil lower level gps§ RS-485 o3 saadd{g[o300pbi doo|odesdeqps: (two-
wire)s& ground dlox o3 320%3go0pdi BACnet MS/TP protocol o RS-485 $C 03¢) 920d:{g8Ea00
Network ood9og€ o833&anq master node (0)q)9 92dl30E node edISs(jgg) §ode005002:8E
6005000 GgPeEE 320r5X68EQS320305 node GAlE: (Go)o§000 consforoopdi

eqpooalon (98588 9.6 kbps 03000 q§8Ea0p0i wo9masl 76.8 kbps q§§Eoopdi Master node
qP2oopd 2ag:qiCs :[gS3p00s s00dog05(communicate)§E[p3e00500Rd: slave node qpzoopd master
node qpzon 6oxE:a8200d Saepypadon [gSelgo3rigd §oopdi Building network § master node qps
ARCNET communications port cl§oopdn
©.Q.G Wireless

Wireless $p5:00000005 sacgsaqlgSen 03:0005(G: saadigpiesa0pd $05:0p00 32008[gdo0di
Wireless signal oopd network cable qp: G5epog€ 9002203t Za0digjojo300pbi Node 00690005
wireless signal o3 3203qqq] oofgps node 0069 oBewrcd node gpisé 9005030588005 Node 5
83262005 dldl(power) 320305 onoHoo§(battery)od s0dd{g[gldgC ©pSoopd domBeady 3203qqs
003926 conpeol

nod0o§(battery)od 3203qgjconeomelopé device gp:ad Adl(power) o3:Baspdiesnt 83E:s
006002:qs 300001 3§§03E: message gp:0d CLA5SEEB: OSSP codarEgEs(occasionally
broadcast) [gopbesant 83E:pdaondgl: [96oopdn ddl(power) o3:go00d0me0qs message gp:o?
coods0mnbsfgls(passing on messages) [gopdepagé edlo€esmE [grodoondgts [gdaopdi Message
qp0? 00598E[B: 0odlondgword cpodagloopd device qp:od Limited Function(LF) device gqps o7
@l aopbi Lithium ion battery 0odad:oB ameddevice 00d90p€ 2a0ddgiag€ (§)$6e03d 32054y Eo0d

o, ,_@p

Y

@+--»Q "

s

|

|

s
o

Operator
worksition

Wired
points on
air
handling
unit

c'[) o—p@ Wireless network with self- and building-powered devices
O(0-p6)0gE on0doo§(battery) o3 saadigioon:aopd thermostats (T)r building power controllers
(C) $& operator workstation (OW) o3 s005a305(communicate) ce5{goonzopdi
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Wireless $05:0po000p5038  Aldl(power)od:8aspd:0005 device qpodom sagped: 3203
[03005n [3p3 (wireless) [gbeomaelopé srodion§oyedod $p5:00001 Sensor 006903 00Os0Ces
P§0I0d050005 §0% cagpspdioopdi 9860 battery 2008360009 cp&aq0§odgp:§ 800

Full Function(FF) wireless node qpzoop information gp:o3 coodd(receive)§E2008 onfgp: node
qp:adad cusd(send) §€2000n Full Function(FF) node qpzod O(e-pq)[alogd [goonsoopdseods ondeod
§E20051 Mesh topology 03 0odo000500d J6j sadiqpian(o3000di O(e-pq)[blogé [gooroopdeseodt:s
oofgp: node 00690 codsoEays node gp:adad information qpso? Gosd §Ea0pdN

a. Star, cluster b. Mesh

("3 ©-9q Linear and Mesh arrangements of Nodes

Wireless signal 2005 saogosscos(distance)sé 3268000528038 @aadigioon:aopd 0gedigps
(materials) 2260l0gE ©oop520001 Wireless signal ogniqaopd saograacos(distance) Sgpieco wireless
signal  sanseaqpspdiogniacolgdoopdn Wireless signal sanseaqpspdigf:o? “signal attenuation” op
sl aopbi op&ongd(concrete) oadeomn §§03 [gbeoPeoqiC wireless signal 830z cagpspS:0g300201
Qe signal qpzo? @SopgEs(absorption)eloppE signal sz caqpspSeogns(gts [gdoopdn cogygps(metal)
20p5 signal reflection [gbeocomalopé cogrigodsnlgEeduongpieco wireless signal dsaseomEaco
[g2005

:eopmogqpieon 8&E:3EqC8umnaopd node gpiod co€eagpoopd sa0zPIRG0I(Spacing)
o€ §Se0 congEigS wireless signal qps sanseaqpspd:og0igCs(attenuation) (0005003 6lgqE:§Eaopdn
0¥eon052005 signal savs(strength) & oo 938EqS=c305 signal strength test [geod a3za60005
Node oB&:03 signal strength test [geodg§ 822600051 c83260qiE repeater gpscopdges node gp:o?
es6p §,0[pCacHyC signal sans(strength)eomEsesant [grpd8Ea0pdi Repeater aopb message qpso?
co0ddgf|(receive)Gse5005 [g§copSonodagé(rebroadceast)oopd device [gdoopSi Repeater qp:o? “signal
power booster” opgjeopSs 68l sBaap§oopd

[03p89005a300eq;(wireless communication)aopS hard-wired connection $& eoppBeon [03d
soodogu5eep(wireless communication)aopbopE wireless signal qps 6005000566005 (interference)
[goosn [50edl §8a0pdn ofeomnr coi 9§:8: 020pd eg,aqP:8Ea0d saspogqpielopE interference
[g8eal 8E2005n lights 1 variable speed drives 1 elevators $& on[gp:eo0n radio equipment o3elo3pEcobs
interference [g&ed 805
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cuoopoqEdgE 32054gpopd eqBu3cdEs(radio frequencies) ad:§jzen

(0) 2.4 GHz (2.4 to 2.4835 GHz) [IEEE 802.11]
2.4 GHz frequency 2005 IEEE 802.15.4 standard [g6o0pdn o frequency band o3 saaddgegié
g&:alanspdicudomn a33a06005c0pds data transmission speed eg:o0pSi Commercial building
$C institutional building qp: =a0p8:(indoor range)y eo(ogo)saopE: mesh arrangement (¢
22051{g8E20251 60 (po0)z03E: non-mesh communication [§& 8a09dg§Ea05

(J) 900 MHz (902 to 928 MHz)oopb 2.4 GHz band cood 3203gjopdn [g&oq058Ee(range)
Beomoopdi elgpodmeeedmadnd $¢ [ogoelogaqodod§ $E&qpomn  3203g8EeomelopE
0005006 20GPE320305 Bignigd oSS 9053205

() 800 MHz 03 elgpodmp6e§mnodnd $¢ [ogosloayadod [gEu§ 8Eeqpiog 303G 0pdN [g&ored

8Eq(range) 3eomEs Gaodcopd: 20dig8Eo000 §EEmr5p0:c0dam Gaopd

Computer connected

Computer with long
range Wi-Fi dish

Computer within

via ethernet

range

¢ ©-po WI-FI Range Diagram

Data Transmission Feature of Wired and Wireless Network

Table 8.1 Feature of wired and wireless transmission data

Internet
Service
Provicer

Feature Wired Wireless
Range Better Bad
Installation effort and flexibility Worse Better
Data volume Better Worse
Availability of information in room Bad Better
Realibility Better Good
Cost Good Better
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Smart Actuator

Window Actuators
i Sensor (receivers)
4 j . Bidirectional
EIB/KNX \ components
LON .
BACnet
TCPAP . Batteryless
Modbus 4 3 4 . switches and
A /,r’\\ 4 ?tl:gﬁgﬁrﬁers)
i HVAC —»—  Networking
//,V’ Actuator
¢ ©-p@ Wireless Building Automation System (BAS) oo&lx‘;)
-End-
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