Clepatieclostont Chapter-3 Data Centers Layout

Chapter-3
Data Center Layout

-0 Computer Room / Server room

Computer Room / Server room gp:el qpdgudgeden equipment gp: cH§Bodqgn
copbood8EQs30Red  vodoSiqCeontiondemlgd  sacomodmdeugs  (JG)§rguddads
2652830005 mEsgo(minimal risk of - interruption) 220060X08EQE30RD  GsEPEOINEIDDY
coo3fa8Eef FBooct
cOf§eepzasotgEoopd dBdgpiesep(separate and highly secure space)oodglgdeepdi
() Aldlsaqpbacagicomtiesesant dB8:q|08aepdi ommgudy cusdEeepdi (Protection and

control of power quality)

(®) =g 800 0205303 monitor cE8EQeRdI Control cp68Eqepdi (Environmentally
controlled and monitored)

@) oqedaBIcd0mdpE{ e (EMF) spdsoopdesep [96o0pbn (Low Electro Magnetic Field
radiation levels)

(©0) &eonomnagudeqst oofgrdffeqs commagepdmEcoieq GeonEgodeoggp: §aepd

(Fire protection and other safety measures)

Computer room o30opod server room gpzoopd dfe§esrE [gapdoonqepdi Power
protection §qepdi Environmental controls coSoonqepdi of1 saeSqps(dust)e  onseozqepd
electromagnetic fields $p5:qepdi System saegnanopod(interrupted) ansqepdi Fire protection
§eepdn Computer rooms gp:op EMF levels 860000  e§nCanadfgis(interruption)qp: [gdedla
$pd:0p5n Transformer qps 9300p0d UPS system gqpso computer room 3303853 ofcoq
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9-J-0 Media Storage Area

§p5guSqo5(purpose)

Media storage area qpzell 6pOguOg|Od(purpose)qpsed

(@) Befgpz Ooopd eseplgbqepdi(Separate and secure space) ¢o5oo&sqps(documentation) |
oBodegqps(tapes) cd-rom 02025 media c)[§Bodqgn 236:e0p5:q§ Gsep[gd0Rdi

(9) oqodesdad Qescoqsseogod  mesicdeomntigy  conditioned environment  [gbesnE
[giepSoonzqebi
Media storage area e@oaé(j;o documentation back-up tapes, CD/ DVD ooaé Zpl>lens]
God8gps(master  copies) B&eopdiconiep  Gseplgdopdn  Media gz 938:0000:8
;ooteagPedieomn a0gS(ideal temperature)sC BadC:o(humidity)od [gbesan 8deuicon:
qopd Air conditioned Gosconzoopdsaess [(46qepdi (Environmental controlled and monitored)
media storage area Back-up tapes qp: oB3&:e0pb:p eseplgd[d: (disaster recovery
005c320905) GonsaagepudypseloE data qps qiodsagn:00pdea8l back up tape gpse data
qPsoR [gcopd saadgiom Bigsegapdeigp: s00dc0md0pSucde$SE 200N

(0) &seomsomagudeqosdyps 0odeotaoiqepdi(Fire protection and other safety measures)

(20) 3:0d 32260780009 smoke detector gp: 0dSs0Coonqepdi (Preferably highly sensitive
smoke detection systems)

(c) Shelter/Bunker 22[gd 22034g$Eqepdi

9-9-0 UPS room

§p5gudqod(purpose)

(@) (JG)so8oodad: DATA CENTER copboodesfCqfesnogad cd200000d aqdodencam:
o[godagnieamnt 6oo0d) Gu0pd UPS gpiconiq$ 3008gdaopdi(Provides a safe, secure
and conditioned environment where Power Protection and Conditioning systems can
operate on a 24x7 basis)

0.9.J 3320g/05¢ps(requirements)

3Begpecd[§ioopd eseplgbaepdi(Separate and secure space)
Environmental controlled and monitored

— Fire protection and other safety measures

oogj,6oo data center qpzopE small rating UPS qpso? op&qjiomssadiancyEsy (computer room)
0ndeoaoniepdoopdi

UPS system qpso? o8gpezoass (separate room) o€ oo6soCooqepdi UPS equipment
qPeod (0R)0cde(19 inch) rack adog€ onbsoCoonienydoopd (installed in the computer room)n
UPS systems a0p5 EMF ¢ 000500520051 odelogpé computer $& server qpsod 32650830005
60:8800001 320000g) UPS gp2o? Com 9008§:32058:3 ondsoaomiag€ UPS systems $& computer
equipment qps3a[o3r20p8 rack $69 a3eupod 2deon esepySooneoepd (proper distance of
UPS systemsii UPS 330305 aoeaqphoopd eseplepiconicoqupdn  electronics  qp:saog0d
20$:!OYSD 008:000:9$320305 (environmentally controlled) cooling equipment gp:od UPS
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room soe8:35038:3 00690E0oqEpdn Oldl 03:Baqp:oopd saed:(high power room) [§d20p5 UPS

room s20p8:3 fire protection system 026s0Ecozqepdi

9-G.0 Battery room Battery room

§p5guSq05(Purpose)
() Provides a safe, secure and conditioned environment where batteries can be stored
400MA:

9:G.0 cB220q05qp:(Requirements)

(0) Befap: Yffoopdesep [g0qepdn (Separate and secure space) UPS room spefiadogl
30H00§qPi0?d 209000y woodod Bifep: Yoon§EagE seomCiads(ideally separated from
UPS room) [gdaopSi

(J) Environmental controlled and monitored

(?) Fire protection and other safety measures

(§) ¥200g€ eroot sroogadeomEicogs Vent gps croogodedlodgps oodsooosqepd

0050080050009 20eSigPs(BRM)0D 98:00§3005:000920[9d F[epsooniqepdn Data center
2gp:p0gf UPS $C 000500§qpiod 3005200099005 32090003  GEPG§002:60R§E209C00:
flooded cell qpso? wet cell 93ewpod vented cell battery vp ealoopd ooodcodqpa? saadigdlon
a8:00§ 3005:00038 codsfqepdi 3onudejopEadeasd Wdodsdqiencdeg gpeloE [§d0RdI
Hydrogen enodeg, 2005 edloda38E(Hydrogen gas is highly explosive)oopdn 8:o(spark) $& cBogi€
e0lopaR8E00d enddeg, [gdoopdi

oofgpizaqfpenon: 000dcodqpigdaopd SLA/VLRA 003 saadigiog 2005006503pq084s
230> EFFoD Bssconqepdi (Other type of batteries, such as SLA/VLRA requires an
environmental controlled area to meet the life span expectancy.)

9-§)-0 Service corridor

§p5gudqo5(Purpose)

() Provides a secure area where supporting facilitiescan be serviced and monitored on a 24 x
7 basiswithout disturbing the data centre.

(6) Data center o} seGoOAY[GERd YOCSigP: GaoCgEdqSaaoz0d Service  corridor
83250000

0.9 B=pdqi0d4p:(Requirements)

(0) Befgz Y[§joopd eseplgbqepdi(Separate and secure space)

(J) Environmental controlled and monitored

() Fire protection and other safety measures
Service corridor ooé (proper separation) facilities (such as air-conditioner) §§ ICT

equipment o3mologpiogé cofegPaopd fgmconie GosEa0Rd eseplgdoopdi Service corridor

amount of floor space required. Service corridor 20p5 data center & [036:0E:e§ome 3¢
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6026 20p0320305 NEEod gp:aoRd Gsep(expensive place)oddy [§60bun sB38E00N Service

008320305 air-conditioner o3 service engineer gp:oopd service corridor ¥oodsoE computer
room 3503833 0Caepade0pdi

9.6.0 Standby Generator Set Room/Area
§p5g0Sq05(Purpose)
(=)  Provides a safe and secure area where the standby generator set can be located to allow

for c3[§Bodqjq20p5 (safe operation)i 2265§7E32090500E:00p5 (minimal disturbance)n

9:6. ) B220g05qp1(Requirements)
(0) Bz Y[§jood esaplgbqepdi(Separate and secure space)i

(J) Fire protection and other safety measures

BecpnCanf(fuel tank) gp:ad elgesanod(underground) a8ewro elgedi(above ground)
$005epocdipl o000l  002s8€a0p0I Generator 00080800500p) GsEPORd M§00d$uSE]Y
(restricted) [§0q§ ocdeon Secure environment [gdq§oon 300005 gElgiopyps(authorized
individuals)oon o€eepadagn: con§Eaopd

Generator set © op§dlagps BbemGE gP0Ed 268000528300 CPgPiEICRd
conagepdd  ofgbeogs  8&&:0b0o00o0pdn  [ggadsiaibigqps  0desoiggp:  [gpoef
oCaepod ognscong§ 3eeolaelgepd esepde [§620&001

Becgoons(fuel tank)gpsel 2ogudsaomist confepdesepod 63000Cp  opdigds
0pd:0n8s(local regulations)qpsod 8[gsoo&aopS

9-Q-0 Meet-me/Entrance Room

§p5gudqo5(Purpose)

(o) Provides a safe production environment where the carrier handover point equipment can be
expected to run on a 24x7 basis with minimal risk of Interruption sa0Ces5epogt §oopdeaas:
mm 209§: (98e0p0d) ER wpcopds ealecpdoopdn ooy, data centre gpsd DATA CENTER

32098:000503E §oopd

9:Q-J B=0qi054p:(Requirements)
(0) Begresd[B: BFoopdeseplgdbaepdi(Separate and secure space)

(J) Protection and control of power quality Environmental controlled and monitored Fire
protection and other safety measures
'meet me' room o3 0o68loodé hand-over room 9Bewr0d carrier room wagjopd: Galed
epdoopdi 20&engpaopd power protection & air conditioning o3 §ao&oopdn Beae§iaond fibre
cable carrier hand-over point a‘éec.rgor% point where other external data and telecommunication
lines (entering the building) 22680305823p3205E:38 woeepadel cdslondd) hand-over point
20pS basement 0opb§oopdn meet me room ogE power protection $& air conditioning

GozoozaepdI 32050006 sep(remote location)e cw&eq) (399,881 BS:q)B(control)§Eqepd
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9:9.0 Security room
§p5guSqo5(purpose)

(=)  Provides a secure area where security functions can be undertaken on a 24 x 7 basis

c3320q/05qps(requirements)
() 3Bgpeg6[8: Ooopdeseplgdaepdi(Separate and secure space)
) Protection and control of power quality
() Fire protection and other safety measures

cOfeeoboosigps(security guards) qpsa: (oo CEEPSARAHIA[gE: o[gSEes
2RO aPr00mEoonsopdssels(fully enclosed room) 32038:5 6$0EREABEc0aedI (external
attacks) security personnel gp: §es[gE:00p5 open counter oBowrcd desk § sagepuSepiad
Bodeslep cepadoopd

Security monitoring equipment gp:o? oda0s(room) 32038:3 confagiE Adea0a0R)
Oldleaqpbaacags(power quality) $& capacity §gopdi

9-€-0 NOC (Network Operations Control)/Conurnand Centre

§p5gudqo5(purpose)

()  Provides a secure area where the 1CT infrastructureand supporting facilities can be
monitored and controlled on a 24 x 7 basis

(®)  00daloodé NOC 03 Security room gqpest 03000:600§ 2001

@~ JoB30gi054ps(requirements)
) 3Bgpeg6[G: ooopdeseplydaepdi(Separate and secure space)

) Protection and control of power quality
) Environmental controlled and monitored
) Fire protection and other safety measures

Engineers monitor the environment and should 'never' be in a computer room. It is a matter of
health and human safety as well security that may be compromised.

Nobody should sit in computer rooms as they have extreme cold and humidity levels.
Understandably some work need to be done inside the computer room but this should be limited
as much as possible. With the current technology almost every operation can be performed
remotely.

2.00 [gepdep&eom 3a¢nigp: (Classic Mistakes)

(0) MSB o3 ap§lgjon 209§:5 cons§[g€:(Main switch boards in the computer room)

() EMF [gded gt edoda38Ea(adfgc:(EMF & Explosion risk)

() UPS $& o00boo§gqpiod s0e8:003 [gpicondgCs(UPS/Batteries in the computer room)
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) [glaCod8:B86sqqp: c8325[gCs(Risks of batteries and high power modules Maintenance)

(§) Equipment area access Gsepgp:od 922§ computer room o3 [godognse[gs
(©) No separation for staging area) g[gpzcong o&gE:

(Q Service corridor o§fgEs

96232Ea3Baqpoopd oB§ux(high power rating devices) $E equipment gp: wco:§qS
BoS0g8:c80p81  Computer room e 3038:5  GANREE[RE:  (risk of  explosion)
B:acnSE[gEs(fire potential) 020pd contzagepudqpielopEi high power component gpsi EMF g
[§0cd18E[E:clopE sagepcd §oopdi ICT equipment a300p0d cpyp:ea8sd oB:o0§oddk(separate
door) 02680€ consqepdi 0§ 00050020005 restricted facility) qps 20305 computer room gp:od
oolgpsesep(other areas)adogn:q$ cosdedsl(corridor) safgd saadsolgool

- End-
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